Z E R OTR A CEL A B S

A T TACK C A S E S T UDY

Marlon Ferro Wrench Attack Ring:
Coordinated Physical Home
Invasions Targeting Crypto Holders

How a criminal enterprise merged digital surveillance with physical
coercion to steal cryptocurrency from victims in their homes.

Attack Snapshot

victim Multiple individual cryptocurrency holders (identities sealed in
federal proceedings)

date 2024-07-01 (part of a broader campaign spanning mid-2024)

loss Undisclosed; linked to the broader Malone Lam / Jeandiel
Serrano scheme involving $243 million in stolen crypto

attack Type Physical coercion / wrench attack / home invasion with remote
digital surveillance

chain Multiple (Bitcoin and other assets stored on hardware wallets)

attribution Marlon Ferro (physical operator), Malone Lam aka ‘Anne

Hathaway' / '$$$' (remote coordinator and social engineer),
Jeandiel Serrano aka 'VersaceGod' (co-conspirator), and
additional unnamed associates

Executive Summary

In July 2024, Marlon Ferro traveled from Florida to New Mexico to burglarize the
residence of a cryptocurrency holder while co-conspirator Malone Lam remotely
monitored the victim's real-time physical location via compromised iCloud credentials.
The operation was part of a larger organized criminal enterprise that combined social
engineering, open-source intelligence gathering, and physical violence to target
individuals identified as holding significant cryptocurrency assets. This case represents
a critical escalation in the threat landscape: adversaries no longer need to breach
protocols or exploit smart contracts when they can identify, locate, and physically
coerce asset holders. The incident culminated in federal charges and underscores that
operational security for high-net-worth crypto holders must extend far beyond seed



phrase management into physical security, digital footprint minimization, and
compartmentalized identity practices.

What Happened

The criminal ring operated as a hybrid cyber-physical threat group. Malone Lam, a 20-
year-old operating under aliases including '‘Anne Hathaway' and '$$$,' along with
Jeandiel Serrano ('VersaceGod'), had already been identified by federal investigators in
connection with the August 2024 theft of approximately $243 million in Bitcoin from a
single victim in Washington, D.C., executed via social engineering impersonating
Google and Gemini support. The July 2024 New Mexico operation represented the
physical arm of the same enterprise.

The targeting methodology was systematic. The group identified potential victims
through blockchain analysis, monitoring of public social media activity, and intelligence
gathered from data breaches and compromised accounts. Victims were selected based
on estimated cryptocurrency holdings, with the group specifically looking for individuals
whose operational security weaknesses — public displays of wealth, identifiable real-
world identities linked to on-chain addresses, or poor digital hygiene — made them
viable physical targets.

For the New Mexico operation, Malone Lam obtained access to the target's iCloud
account, likely through credential stuffing, social engineering of Apple support, or SIM-
swap-facilitated password reset. This gave the group real-time access to the victim's
location data via Find My iPhone, effectively turning the victim's own device into a
surveillance beacon. Lam monitored the victim's movements remotely and coordinated
with Ferro, who had physically traveled to the victim's location in New Mexico.

Marlon Ferro conducted the physical break-in of the victim's residence, targeting
hardware wallets and any accessible seed phrases or recovery materials. The operation
was timed to coincide with the victim's confirmed absence from the property, as verified
through the iCloud surveillance. Hardware wallets were physically stolen, and it is
assessed that any PIN-protected devices were later subjected to coercion or brute-force
attempts to extract the underlying private keys.

The proceeds from this and related operations were laundered through a sophisticated
chain of peel transactions, cross-chain bridges, mixers, and ultimately converted to fiat
through various channels. Federal investigators noted that Lam and Serrano spent
conspicuously — purchasing luxury vehicles, designer goods, and VIP nightclub
services in Los Angeles and Miami — which contributed to their identification and arrest
in September 2024.

Federal charges were filed in the District of Columbia and included conspiracy to
commit wire fraud, wire fraud, and conspiracy to commit money laundering. The case,
prosecuted by the DOJ with FBI and IRS Criminal Investigation involvement, remains
ongoing as of early 2025. The Ferro component illustrates that the threat model for
cryptocurrency holders must account for adversaries willing to transition from keyboard
to doorstep.



Kill Chain

1. Target Identification & Reconnaissance

The group identified high-value cryptocurrency holders through blockchain analysis, social
media monitoring, data breach correlations, and community intelligence. Victims who publicly
displayed wealth or had identifiable links between real-world identities and on-chain addresses
were prioritized.

2. Digital Access & Surveillance Establishment

Malone Lam compromised the target's iCloud account, gaining access to real-time location
tracking via Find My iPhone. This likely involved credential stuffing, social engineering of Apple
support, or SIM-swap-enabled password resets. The victim's own device became the
adversary's surveillance tool.

3. Physical Infiltration & Asset Theft

Marlon Ferro traveled to New Mexico and conducted a physical break-in of the victim's
residence, timed to coincide with the victim's confirmed absence (verified via iCloud location
data). Hardware wallets, seed phrase backups, and related materials were physically stolen
from the property.

4. Key Extraction & Asset Liquidation

Stolen hardware wallets were accessed — either through coerced PINs, recovered seed
phrases found at the residence, or brute-force attempts. Cryptocurrency was transferred to
attacker-controlled wallets.

5. Laundering & Obfuscation

Stolen funds were laundered through peel chains, mixing services, cross-chain bridges, and
privacy-focused intermediaries before conversion to fiat currency. Proceeds were spent on
luxury goods, real estate, and nightlife, which ultimately aided law enforcement identification.

Where Users Failed Themselves

— Publicly linkable identity to on-chain holdings: The victim's real-world identity was
correlatable to their cryptocurrency addresses, enabling the group to estimate holdings
and justify the physical operation.

— iCloud account without hardened authentication: The victim's Apple account was
compromised, likely due to password reuse, lack of hardware-based 2FA (security
key), or a phone number vulnerable to SIM-swap. Find My iPhone became a real-time
tracking tool for the adversary.

— Hardware wallets and seed phrase backups stored at primary residence: Keeping both
the hardware wallet and recovery materials at a single, identifiable home address
created a single point of physical failure. Once the residence was breached, all custody
layers were compromised simultaneously.

— No physical security posture commensurate with holdings: The residence lacked
sufficient physical deterrents, intrusion detection, or time-delay mechanisms that would
have made the burglary operationally costly or detectable in real time.



— Location services enabled on personal devices: Real-time location sharing via iCloud
provided the adversary with precise intelligence on the victim's movements, enabling
safe-window timing for the break-in.

Prevention Checklist

FOR INDIVIDUAL USERS

[1 Enforce hardware security keys (YubiKey) as the sole 2FA method on all Apple/Google
accounts; disable SMS-based recovery entirely and remove phone numbers from account
recovery flows.

[1 Disable Find My iPhone or use a dedicated device for location services that is not tied to
any account containing personal data; audit all Apple/Google account sessions regularly.

[1 Geographically distribute custody: store hardware wallets and seed phrase backups in
separate, non-obvious physical locations (e.g., bank safe deposit boxes in different
jurisdictions, dedicated secure facilities) — never both at your primary residence.

L1 Implement multi-signature or Shamir Secret Sharing schemes so that compromise of a
single physical location cannot yield full access to funds.

[1 Adopt a strict pseudonymity discipline: never publicly link real-world identity, residential
address, or social media accounts to on-chain addresses or cryptocurrency holdings.

L1 Install monitored alarm systems, motion-activated cameras with off-site recording, and
reinforce entry points at any residence where any crypto-related materials are stored.

[1 Use a dedicated, hardened mobile number (carrier with SIM-swap protections like T-
Mobile Account Takeover Protection or a VolP number) for all financial and crypto-related
accounts.

FOR PROTOCOLS & PROJECTS

[1 Hardware wallet manufacturers should implement duress PINs that unlock decoy wallets
with minimal balances, providing plausible deniability under physical coercion.

(1 Hardware wallet vendors should support time-locked withdrawal mechanisms requiring
multi-day delays for large transfers, reducing the value of physical device theft.

[l Exchanges and custodians should implement behavioral analytics to flag rapid large
inflows from previously dormant self-custody addresses, triggering enhanced verification.

FOR THE ECOSYSTEM

[1 Industry-wide adoption of standards for privacy-preserving proof of reserves that do not
expose individual holder addresses or balances on-chain.

[1 Blockchain analytics firms should develop and offer proactive monitoring services for
high-net-worth individuals that alert on address deanonymization events or social media
exposure.

(1 Law enforcement agencies need dedicated crypto-physical crime units with training on
hardware wallet forensics, blockchain tracing, and the intersection of digital and physical
attack vectors.



[1 Community education campaigns explicitly addressing the physical security threat model
— the crypto community systematically underweights wrench attack risk relative to smart
contract risk.

Key Takeaway

Your most critical vulnerability is not your smart contract exposure or your seed phrase
entropy — it is the correlation between your real-world identity, your physical location,
and your on-chain holdings. If an adversary can link all three, no hardware wallet PIN
will save you. Compartmentalize ruthlessly: identity, location, and assets must never
converge in a way that is discoverable by a motivated attacker.
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